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Ridge Security’s RidgeBot technology can help you
comply with the IRS Written Information Security Plan
(WISP) requirements with its capabilities including
asset discovery and inventory, vulnerability scanning,
penetration testing with exploitation, and vulnerability
remediation.

U.S. Federal law requires professional tax preparers—

regardless of the size of the firm or the number of
clients, including solo practitioners—to create and

maintain a WISP.

Identity thieves are increasingly focusing on tax
professionals and accountants to acquire taxpayer
information to file fraudulent tax returns to gain illegal
refunds. The IRS Security Summit organization enacts
measures to combat tax fraud —one of its measures
requires tax preparer firms and individuals to establish

and maintain a WISP.

MOomooooma

0 IDID0IDDODImDDOomoomm
offices are on the rise, leading to
increased filing of fraudulent tax
returns and other identity theft
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is the U.S. government department
that oversees the collecting and
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businesses and individuals.
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private partnership formed in 2015
to protect taxpayers and the tax
system against identity theft refund
fraud. The OOOOOMII OO0 0 MMOO00OMCOO
of the IRS, state tax agencies

and the tax community, including
tax preparation firms, software
developers, payroll and tax financial
product processors, tax professional
organizations and financial
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http://www.irs.gov/
https://www.irs.gov/newsroom/security-summit

As the series of security safeguards
enacted by the IRS Security Summit
makes an impact on fraud, identity
thieves need ever more detailed
taxpayer data to enable them to file
fraudulent tax returns. These bad
I0IIIMDINO00mMOOmomoomomo
on tax practitioners, making data
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a large firm or a sole practitioner,
and for every Authorized IRS e-File
Provider.
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(GLBA) of November 1999 requires
financial institutions to protect
customer data. Under this law, all
tax and accounting professionals
are considered financial institutions,
regardless of size. U.S. federal

law —enforced by the Federal
Trade Commission (FTC)—requires
0N MO0MO0MDOm Mo Mmoo
implement and maintain a WISP.
The first version of the WISP
requirements was released in 2022,
and an updated version became
available in August 2024.

The GLBA law, the FTC Safeguards
00, and IRS Publication 4557
OSafequarding Taxpayer Datalll
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measures ensuring the security and
protection of Personally Identifiable
Information (PII) data for financial
firms. The FTC Safeguards Rule

requires financial institutions under
FTC jurisdiction to have measures
[IIDDMOOD 00 D000ODMOMmMm Moo
to keep PII secure. In addition to
developing their own safeguards,
companies covered by the FTC
Safeguards Rule are responsible
[MIDODOMMD OO0 MO0 MOD oMo oM
affiliates and service providers also
safeguard the customer information
MIDOMmomo

A WISP helps tax and accountant
firms identify actions to take in the
event of a security incident, data
loss or theft—acting as the first line
of defense in protecting taxpayer PII.
individual, managing operational
and technical matters requires
automated technical solutions that
find, report on, and help prioritize
found security vulnerabilities.

MO0 OO0mM 00 OOnOO0M OO0 MO00 000 000000000 000MmmOmm 00mao

0MIDOIDOoO000OODmM M DOnOOm [n MM 0oonooiomibmodnot000mMmm booobo ooo



https://www.ftc.gov/business-guidance/resources/ftc-safeguards-rule-what-your-business-needs-know
https://www.ftc.gov/business-guidance/resources/ftc-safeguards-rule-what-your-business-needs-know
https://www.irs.gov/pub/irs-pdf/p4557.pdf

There In its implementation of the GLBA law, the FTC issued several
measures required to keep customer PIl safe. One requirement is
implementing a WISP, and as a part of the plan, the FTC requires each firm
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m Designate a qualified individual

to coordinate its information
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m Identify and assess the risks to
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area of the firm’s operation,
and evaluate the effectiveness
of the current safeguards for
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m Design and implement a
safeguards program, and
regularly monitor and test it.

m Select service providers that
000 0MMmMmoomoonmo
safeguards by ensuring
the firm’s contract with the
provider(s) requires their
maintaining safeguards
and overseeing handling of
0000 00 [m

Evaluate and adjust the
program considering relevant
circumstances, including
changes in the firm’s business
or operations, or the results
of security testing and
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individual accessing any
information system, unless
the qualified individual has
approved in writing the use of
reasonably equivalent or more
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affecting 500 or more people
to the FTC as soon as
possible, but no later than
30 days from the date of
discovery.

Request a demonstration of
RidegeBot and see it for yourself
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Requirement #2 entails a risk
0000000 O0DIDoo0ODmooom
component of your firm’s
O00momoon

B Evaluating how effective current
information safeguards are
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within those safeguards

B Understanding the landscape
of data vulnerabilities within
and external to the firm

B Establishing targeted risk
0 MMOON0mOINmamo

Requirement #3 requires that
analyses and tests are performed
00MIN00mMOno0mo

RidgeBot technology can help you
to comply with both requirements
#2 and #3.

A WISP is intended to be an
evergreen document—it requires
regular reviews and updates. To
maintain compliance, security
measures deployed must be
periodically verified and corrected
0 00MmMOo0boooao
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IRS publication 5708 “[ [T 0 (I 00 0 - CCI 10 CE C I 0O Cr0 O
OO0 M O0O000madm moamo” provides a suggested outline for a WISP. The
specific areas where Ridge Security Ridgebot’s capabilities can help you
comply are highlighted in the Publication 5708 outline below.

I. Define the WISP objectives, purpose, and scope
Il. Designate a qualified individual

lll. Assess/Identify Risks

« List types of information your office handles

« List potential areas for data loss (internal and external)
* Outline procedures to monitor and test risks

IV. Inventory Hardware
« List description and physical location of each item
+ Record types of information stored or processed by each item

V. Document Safety Measures in place
a. Suggested policies to include in your WISP:
+ Data collection and retention

+ Data disclosure

* Network protection

+ User access

+ Electronic data exchange

* Wi-Fi access

+ Remote access

« Connected devices

* Reportable Incidents

b. Draft Employee Code of Conduct
VI. Draft an implementation clause

VIl. Attachments

Request a demonstration of
RidegeBot and see it for yourself
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https://www.irs.gov/pub/irs-pdf/p5708.pdf
https://www.irs.gov/pub/irs-pdf/p5708.pdf

B Physical Safeguards: Keep
your Pll data safe from physical
o

B Technical Safeguards: Ensure
that your device(s) and network
are not compromised

B Administrative Safeguards:
Manage and train your staff

RidgeBot can help in the Technical
Safeguards area, by doing a risk
assessment of your firm’s digital
and network operations, evaluating
how effective current safeguards
are, creating an inventory of

your digital assets, pinpointing
00M0ININO0IDO0 MOD0mM Momo
current safeguards and providing
guidelines for targeted risk
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%

WISP requirements and guidelines
for implementation can be found in
IRS documentation, including:

B IRS publication 5708 “[I (LML
0 OMMOONmm 0amom aoiamo
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0 ooamnoo

B |RS Publication 5709 “0 00 010
0 MOMMM MO0nmm oamado
00000 MO0 On 0 omm

B |RS Publication 4557
OSafeqguarding Taxpayer Datall

B |RS Publication 1345 “Authorized
IRS e-file Providers of Individual
Wo00 0Mo0m 0DMmod

B FTC Safeguards Rule

B [ 00 000mW0o0Imo oooom oo
Security Summit in August 2024
regarding WISP requirements

RidgeBot is a Continuous Threat Exposure Management technology that
can help with the establishment, maintenance and updating of your WISP
to keep your security compliance fresh at all times, and to immediately
address high-priority vulnerabilities before bad actors can exploit them to

steal PIl data.
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https://www.irs.gov/pub/irs-pdf/p5708.pdf
https://www.irs.gov/pub/irs-pdf/p5708.pdf
https://www.irs.gov/pub/irs-pdf/p5708.pdf
https://www.irs.gov/pub/irs-pdf/p5708.pdf
https://www.irs.gov/pub/irs-pdf/p5709.pdf
https://www.irs.gov/pub/irs-pdf/p5709.pdf
https://www.irs.gov/pub/irs-pdf/p5709.pdf
https://www.irs.gov/pub/irs-pdf/p4557.pdf
https://www.irs.gov/pub/irs-pdf/p1345.pdf
https://www.irs.gov/pub/irs-pdf/p1345.pdf
https://www.irs.gov/pub/irs-pdf/p1345.pdf
https://www.ftc.gov/legal-library/browse/rules/safeguards-rule
https://www.irs.gov/newsroom/irs-security-summit-release-new-written-information-security-plan-to-help-tax-pros-protect-against-identity-thieves-data-risks

RidgeBot is an Al agent designed

to do continuous security validation.

IIDOmMOo0 000D 0O0M bODomaoo
continuously validate your firm’s
cybersecurity posture and offers
prioritization and remediation
guidance for any vulnerabilities
found.

RidgeBot’s key functions can assist
000D MOmMOo 0Moooo

W Asset Discovery: 00M0 OODOMID
discovers all types of assets on
your network, including devices,
applications, and websites.

B Attack Surface Discovery:
0 D00 0M0mo moo
techniques and fingerprint
0MoOmo 0aoo

U Discover broad types of IT
assets, including IPs, domains,
hosts, operating systems,
applications, websites,
databases, and network/loT
devices

O Discover devices that have
fallen behind in operating
system or security updates and
oomooo
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devices connected to the
00 00 0mMoM 0omoonoo
properly secured

B Vulnerability Scanning(l
000 DML o000Damoo
testing and vulnerability
detection. Utilizes a rich
knowledge base to identify
00M0ODIDOMOMOToOnmoom
discovered assets.

B Vulnerability Detection:[]
Employs a proprietary payload-
based testing approach, a
rich knowledge-base of
vulnerabilities and security
breach events, and various risk
modeling techniques. Discover
DO0MOD0MImMDOM M0 Om
doesn’t have that doesn’t have
0000OIDM Oho0MOOnmmooo

B Vulnerability Exploitation:
Emulates adversary attacks.
00 0MO0mM0MMnmooooo
techniques to launch ethical
attacks against identified
vulnerabilities, documenting
0000000 IDDO M IDODOInOonom
analysis and remediation. Uses
0 0INO0MDOooo00moooo o
simulate real-world attacks
with toolkits, collecting data
[MODID0IDO0mMOMOD MM 00m
0M000Mo000Om

Request a demonstration of
RidegeBot and see it for yourself
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B Reporting and Remediation:[
Provides a comprehensive
report with risk assessments,
remediation advice, and tools
for patch verification.

B Risk Prioritization: I DN MMOO0
vulnerabilities based on
exploitability with remediation
guidance. Automatically
forms an analytical view,
visualizes the kill chain, and
displays a hacker’s script. It
0000 0MD000DmOODboIDimoo
compromised object data and .
escalated privileges.

IRS publication 5708 “0 [LOMMOIM CIOCCT I O oo 000 o Mo oo o
00 M O0000Ondm moana” provides a sample template for a WISP. The text
of this template refines specific requirements.

In summary, the technically-focused requirements where RidgeBot can be
helpful are stated below with references to specific extracts from template
Mmom

lll. SCOPE; A. Identify reasonably foreseeable internal and external risks
to the security... RidgeBot can discover and map all the attack surfaces

found in your digital assets and network.

lll. SCOPE; C. Evaluate the sufficiency of existingl] U0 OOMDMD 0ONOO
systems, and other safeguards in place to control identified risks. A

RidgeBot pentest can detect and prioritize vulnerabilities in your current
assets to determine if safeguards are effective and sufficient. RidgeBot can
discover risks of obtaining PIl without that doesn’t have security measures
MM mooo
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https://www.irs.gov/pub/irs-pdf/p5708.pdf
https://www.irs.gov/pub/irs-pdf/p5708.pdf

lll. SCOPE; D. Design and implement this WISP to place safeguards to
minimize those risks... RidgeBot pentest results document and prioritize

vulnerabilities found along with remediation actions. Addressing the highest
priority items can immediately lower your risk.

lll. SCOPE; E. Regular monitoring and assessment of the effectiveness
of aforementioned safeguards. RidgeBot is an automated tool that can

continuously validate the security of your assets and pinpoint vulnerabilities
introduced by:

* new devices connected to the network

* missing software and security updates or patches

+ changes introduced by software upgrades or new installations that may
affect open ports or other software attributes

IV. IDENTIFIED RESPONSIBLE OFFICIALS; Identifying all the firm’s
repositories of data... RidgeBot can discover and inventory all your digital

assets. This assessment can be done on a regular or ongoing basis.

V. INSIDE THE FIRM RISK MITIGATION; C. ...identify and document the

locations where PIl may be stored... a. Servers... c. PC Workstations,
Laptop Computers... RidgeBot can discover and inventory all your digital

assets that may store or contain PII. This assessment can be done on
a regular or ongoing basis. RidgeBot can discover risks of obtaining PII
without that doesn’t have security measures in place.

V. INSIDE THE FIRM RISK MITIGATION; Reportable Event Policy; A. ...

determine if any changes in operations are required to improve the
security of retained PIl... RidgeBot pentest results document and prioritize

vulnerabilities found along with remediation actions.

VI. OUTSIDE THE FIRM RISK MITIGATION; Network Protection Policy; A.
Firewall protection, operating system security patches, and all software
products shall be up to date...; B. All system security software, including
anti-virus, anti-malware, and internet security, shall be up to date...;

D. All computer systems will be continually monitored for unauthorized
access...; E. The firm will maintain a firewall between the internet and the

internal private network. This firewall will be secured and maintained by
the firm’s IT Service Provider. The Firewall will follow firmware/software
updates per vendor recommendations for security patches. Workstations
will also have a software-based firewall enabled.; F. Operating System
(OS) patches and security updates will be reviewed and installed

continuously. The DSC will conduct a top-down security review at least
every 30 days. RidgeBot internal and external pentests can evaluate the
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efficacy and currency (updates and patches) of your firewall and anti-
malware software and configurations. RidgeBot is an automated tool that
can be run continuously or regularly, assisting in 30-day security review
cycles. RidgeBot reports and documentation show vulnerability priority as
well as remediation actions to address outdated software components or
required patches.

VI. OUTSIDE THE FIRM RISK MITIGATION; Wi-Fi Access Policy; B. All
devices with wireless capability such as printers, all-in-one copiers and
printers, fax machines, and smart devices such as TVs, refrigerators,

and any other devices with Smart Technology will have default factory
passwords... RidgeBot can discover and map all the attack surfaces found

in your digital assets and network, as well as regularly or continuously
MO0 IImMEO00bo0omo

VI. OUTSIDE THE FIRM RISK MITIGATION; Connected Devices Policy;
A. Any new devices that connect to the Internal Network will undergo

a thorough security review before they are added to the network...
RidgeBot can discover and map all the attack surfaces found in your

assets and network. New devices can be tested and verified in a sandbox
environment to find and address vulnerabilities before they are deployed to
000MNOMOm 0o

If you are a Small or Midsize Enterprise (SME) firm, you may already have
access to a Managed Security Service Provider (MSSP) program that can
provide RidgeBot services. Smaller customers without MSSP coverage
could potentially leverage professional services or consulting firms to do a
periodic assessment and test.

E Request a demonstration of

. RidgeBot®

Ridge Security Technology Inc. Follow us online

www.ridgesecurity.ai m o n

© 2024 All Rights Reserved Ridge Security Technology Inc.
RidgeBot is a registered trademark of Ridge Security Technology Inc.



