Al-Powered Offensive
Security Platform

RidgeBot®: Al Agent for Continuous Security Validation




RidgeBot® automates the enterprise IT security validation

process 1 OOX faster than a human tester

Challenges

Today’s organizations are facing cyber
security challenges from multiple angles.
Security teams not only need to validate
IT infrastructure has no exploitable
vulnerabilities which may be leveraged by
a hacker or a ransomware to compromise
the mission critical data, but also need

to verify the expensive cyber defense
solutions deployed can work as expected
to detect and mitigate the most current
attack techniques used by advanced
persistent threats (APTs) and other
malicious entities. Cyberattacks are
increasingly sophisticated and forever

on the rise, hackers are developing

new exploits and attack methods every

month, often using tools to launch attacks
automatically. In response to cyber
security threats, most organizations utilize
security testing (a.k.a. penetration testing)
for their computer systems, websites,
applications and networks, try to find

risk exposures before a hacker does.
While security teams’ internal pen testing
expertise are limited and expensive, can’t
afford to do continuous security validation.
Many organizations are looking for an
automated penetration testing system

to address this challenge in a more
manageable and cost-effective manner.

Request a demonstration of
RidegeBot and see it for yourself




RidgeBot’s® Solutions and Key Benefits

RidgeBot® is an Al powered unified system that
automates the penetration te sting process and
emulates adversary attacks to validate an organizat
ion’s cybersecurity posture. It provides a clearer
picture of your se curity gaps and keeps the
windows of opportunity closed for malicious attac
kers by increasing the frequencies of penetration
testing, continuous threat exposure management
and training your defense team with effective
exercises.

RidgeBot® assists security teams in overcoming
knowledge and experience limitations and always
performs at a consistent top- level. The shift from
manual-based, labor-intensive testing to machine-
assisted automation alleviates the current severe
shortage of security professionals. It allows human
security experts to let go of daily laborintensive work
and devote more energy to the research of new th
reats and new technologies.

* Internal Attack

+ External Attack

+ Authenticated Penetration
* Lateral Movement

* API Security Testing

* Vulnerability Validation

* Improve security test coverage
and efficiency

* Reduce the cost of security
validation

+ Continuously protect the IT
infrastructure

* Produce actionable and
reliable results for different
stakeholders



Stay Ahead. Hack yourself first with

RidgeBot’s® Al-powered automated pentesting

RidgeBot® Key Functions

Automated Penetration Testing

Automated penetration testing replicates the actions of ethical hackers to identify and
exploit vulnerabilities in your systems. RidgeBot® follows a comprehensive process:

- Attack Surface Discovery: RidgeBot® utilizes smart crawling techniques and fingerprint
algorithms to discover broad types of IT assets, including IPs, domains, hosts, operating
systems, applications, websites, databases, and network/OT devices.

+ Vulnerability Detection: RidgeBot® employs a proprietary payload-based testing
approach, a rich knowledge base of vulnerabilities and security breach events, and
various risk modeling techniques.

+ Vulnerability Exploitation: RidgeBot® employs built-in attack techniques to launch ethical
attacks against identified vulnerabilities. Successful exploits are documented for further
analysis.

« Risk Prioritization: RidgeBot® automatically generates an analytical view, visualizes the
kill chain, and displays the hacker’s script. It presents results such as compromised asset
data and escalated privileges.

+ Reporting and Remediation: RidgeBot® provides a comprehensive report with risk
assessments, remediation advice, and tools for patch verification.

Automated Penetration Testing Scenarios

* Internal Attack: Launches attacks from inside the enterprise network with customer
permission, focusing on exploiting vulnerabilities discovered on local networks and
systems.

+ External Attack: Launches attacks from outside the enterprise network towards publicly
accessible assets such as websites, file shares, or services hosted in public cloud/CDN.



+ Authenticated Penetration: Simulate attacks by an insider or an external attacker
who has obtained some level of authenticated access. This is particularly valuable for
identifying how far an attacker could penetrate or how much damage they could inflict,
starting from a position of partial system access.

+ API Security Testing: Perform Swagger file-based API Security Testing to detect and
validate vulnerabilities, including the OWASP Top 10 API security risks, hidden paths, and
other issues. This helps organizations prevent horizontal privilege escalation.

+ Lateral Movement: Escalate privilege on a compromised asset and use the
compromised asset as a pivot to launch attack toward adjacent networks; discover and
exploit vulnerabilities on assets deeper in the network.

Adversary Cyber Emulation (ACE)

IT security controls are mechanisms used to prevent, detect and mitigate cyber threats
and attacks. RidgeBot® ACE emulates the adversary by mimicking the likely attack
paths and techniques to generates continuous assessment data to help identify security
control failures, resolve structural weaknesses and enable security control optimization.
RidgeBot® ACE has aligned itself with the MITRE ATT&CK framework and maps its
assessment test scripts to MITRE ATT&CK tactics and techniques. This increases the
visibility of potential attack vectors and improves the communication of security control
measurements.

Adversary Cyber Emulation (ACE) Methods

 Agent-Based Attack Simulation: RidgeBot® uses an agent-based Botlet to simulate
adversary attacks. RidgeBot’s® Botlet can be deployed on multiple OS platforms and in
different network segments to simulate real-world cyber threats continuously or
on-demand.

« Out-of-Box Assessment: RidgeBot® offers pre-built ACE assessment test templates,
make it simple for all skill levels to assess the efficacy in different aspects of your security
controls. The assessment tests are comprehensive and safe to launch in the production
environment.

* MITRE ATT&CK Framework Alignment: The MITRE ATT&CK framework is a globally
accessible knowledge base of adversary tactics and techniques based on real-world
observations. The ATT&CK knowledge base is used extensively by RidgeBot® to create
meaningful and life-like assessment test scripts for its customers to challenge, assess
and optimize their security controls.

Request a demonstration of

RidegeBot and see it for yourself




RidgeBot’s® Dual Al Engine

RidgeBot® integrates two powerful Al engines—RidgeBrain and RidgeGen—to deliver
intelligent and autonomous security testing. RidgeBrain is responsible for executing
advanced offensive operations, mimicking real-world attacker behavior by automating the
full attack lifecycle, from reconnaissance to exploitation. It uses Al-driven logic to adapt
and iterate attacks based on results, ensuring persistent and precise threat validation.

Complementing this, RidgeGen is a context-aware, GenAl-based model that enhances
detection capabilities across various languages and data formats. It operates entirely
onboard RidgeBot®, maintaining strict privacy while enabling nuanced analysis such as
identifying sensitive data and contextual vulnerabilities with exceptional accuracy.

RidgeBot® Deployments

On-premise deployment Cloud deployment

For enterprise environments —deploy For Cloud and SMB customers—deploy
RidgeBot® on the customer’s premises to RidgeBot® in the cloud (AWS EC2, Microsoft
reduce the risk of information security data Azure, or Google Cloud) to gain greater
leakage. flexibility while minimizing initial CapEx

investment.



RidgeBot® System Requirements

The RidgeBot® solution is a software package deployed on specified bare metal servers,
virtual machines or in the Cloud. The RidgeBot® software package includes the platform,
the dual Al engine, and the plugins. Software upgrades are provided through professional
services. We recommend on-premise deployment for organizations to have complete
control over test procedures, findings, and sensitive data involved.

Bare Metal Server Deployments

Essential

Advanced

Minimum Hardware Requirements

+ Intel Xeon CPU with a
minimum of 4 cores with
Hyper-Threadin

+ 32 GB RAM

+1TB SSD

1 Ethernet Interface Card

* Dual Intel Xeon CPUs with a
minimum of 6 cores each

- 64 GB RAM

« 2 X 1TB SSD with RAID
controller (RAID 1)

+ 1 Ethernet Interface Card

Virtual Machine / Cloud Deployments Demonstration/Lab Production
Minimum Hardware Requirements + 8 vCPU + 8 vCPU
+ 32G RAM + 32G RAM

+ 100 GB Storage
+ 1 Virtual Network interface

+ 100 GB Storage
* 1 Virtual Network interface

Supported Hypervisors and
Cloud Platforms

» VMware Workstation 15
Pro or higher

» VMware Fusion 11 Pro or
higher VMware ESXi 7.0 or
higher

» Microsoft Windows/
Hyper-V 2019 or higher

* QEMU KVM 7.2

* Amazon AWS EC2

* Microsoft Azure

+ Google Cloud Platform

* VMware Workstation 15
Pro or higher

* VMware Fusion 11 Pro or
higher VMware ESXi 7.0 or
higher

» Microsoft Windows/
Hyper-V 2019 or higher

* QEMU KVM 7.2

* Amazon AWS EC2

» Microsoft Azure

» Google Cloud Platform

Request a demonstration of

RidegeBot and see it for yourself nﬁ%
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About Ridge Security Technology Inc.

Ridge Security is a leader in exposure management and is dedicated to developing innovative
cybersecurity solutions designed to protect organizations from advanced cyber threats. Ridge Security’s
products incorporate advanced artificial intelligence to deliver comprehensive security validation. With

a focus on automation, intelligence, and actionable insights, Ridge Security enables security teams to
proactively defend against and respond to evolving cyber challenges.

Request a demonstration of

RidgeBot®
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