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Next-gen firewalls, filtering methods, malware screening, multi-factor authentication,

are continually growing in number, size, and the damage inflicted by the attackers.
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data centers, hosts, and applications from infiltration, attacks, and breaches. The
effectiveness of traditional defensive security mechanisms pivots mainly on the concept
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Penetration Testing
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security postures with active, offensive methods. Posturing that does not supplant, but is
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there is an upcoming audit or other collateral need to gain or reaffirm compliance with 1
one of the many worldwide standards and regulations regarding financial, personal, |
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Document findings, along with remediation recommendations in accurate, reliable, and usable

finding and path-selection. Launch iterative attacks based on learning along the path, achieving

- 0D00D00 0 0D 0000 0D MImOOm 0aRidgeBot visualizes the kill-chain and quantifies risks based
on multiple factors to give organizations a detailed and specific ranking of the most dangerous

remediate vulnerabilities, focusing on specific exploitable vulnerabilities (a single-digit percentage).
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00 000M0m: The PCI DSS standard was formed in 2006 by a consortium of financial payment

the PCI Security Standards Council (PCI SSC) who fines any business for data breaches that

Compliance Verification and Enforcement

Breaches and evidence of non-compliance are fined.
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Install and maintain a firewall configuration to protect cardholder data.
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RidgeBot helps find non-compliant issues in your assets and guides how to resolve the
exposure immediately. Moreover, RidgeBot continually maintains a security posture that is
always in compliance with PCI DSS and other standards and regulations.

Some of RidgeBot's key benefits to your organization’s security posture include:
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Risk Weighted Assessment
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RidgeBot’s flexibility allows you to run attack testing from Vulnerability
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different scans periodically or continuously —because it is fully automated, no manual intervention

Scan reports provide a shortlist of must-fix exploitable vulnerabilities to document and resolve.

vulnerabilities are installed on all affected assets.
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configuration changes before pushing them into the production environment.
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and discover misconfigurations in wireless or defensive security appliances or services such
as firewall rules or UTM appliances.
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RidgeBot includes several template scans, as well as the flexibility to customize your own scans
completely. The system templates include:
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threat intelligence and an exploit knowledge base, RidgeBot profiles assets, mines vulnerabilities,
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PCI Req 1: Install and maintain a firewall configuration to protect cardholder data.

1.1 Establish and implement firewall and router configuration standards. Formalize testing
whenever configurations change; that identify all connections between the cardholder data
environment and other networks (including wireless); that document various technical settings
for each implementation; review of configuration rule sets at least every six months.

1.2 Build firewall and router configurations that restrict all traffic, inbound and outbound, from
“untrusted” networks (including wireless) and hosts, and specifically deny all other traffic

1.4 Install personal firewall software or equivalent on any devices (company and private)

00NO0MNO0000mMOmOn 0m
Run a scan against any firewall or router where the configuration or software image has

changed firewall or router) with exploitation turned on for the vulnerabilities found.

Run a scan against any software-firewalled or software-secured hosts or client devices.

PCI DSS Compliance White Paper
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PCI Req 2: Do not use vendor-supplied defaults for system passwords and other
security parameters.

2.2 Develop configuration standards for all system components that address all known security

known to all affected parties.
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Run a scan specifically targeting encryption-related vulnerabilities such as Pulse Secure SSL

Run an asset discovery scan to ensure all assets and attack surfaces are identified and

PCI DSS Compliance White Paper
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PCI Req 3: Protect stored cardholder data.
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Protection methods such as encryption, truncation, masking, and hashing are critical components
of cardholder data protection. If an intruder circumvents other security controls and gains access
to encrypted data without the proper cryptographic keys, the data is unreadable and unusable to
that person.

3.3 Mask PAN (Primary Account Number) when displayed to the first six and last four digits.
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Run an asset discovery scan to identified and inventoried all assets that hold cardholder data.
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PCI Req 4: Encrypt transmission of cardholder data across open, public networks.

O0O00moo ooo
Sensitive cardholder data must be encrypted during transmission over networks easily
accessed by malicious individuals. Misconfigured wireless networks and vulnerabilities
in legacy encryption and authentication protocols continue to be targeted by malicious
individuals who exploit these vulnerabilities to gain privileged access to cardholder data
environments.

00D0@ITOO000mMO Mmoo 000
Run a scan specifically targeting encryption-related vulnerabilities.

Run an asset discovery scan to ensure all wireless assets and attack surfaces are identified.

PCI Req 5: Protect all systems against malware and regularly update anti-virus
software or programs.
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Malware —including viruses, worms, and Trojans—enters the network during many business-
approved activities (e-mail, Internet, mobile devices, storage devices) that exploit system
vulnerabilities. Anti-virus software must be used on all systems commonly affected by malware —
for current and evolving software threats.

51 Deploy anti-virus software on all systems affected by malicious software (particularly personal

00MOMmMOO000MO MO0 000
Run a full scan iteratively against all assets and attack surfaces to find, document, and correct

PCI DSS Compliance White Paper


http://www. Ridgesecurity.ai

PCI Req 6: Develop and maintain secure systems and applications.

0000mooooon
Unscrupulous individuals use security vulnerabilities to gain privileged access to systems.
Vendor-provided security patches fix many of these vulnerabilities. All systems must have
appropriate software patches to protect against exploitation by malicious individuals and
software.

code. Install a Web application firewall in front of public-facing Web applications.
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PCI Req 7: Restrict access to cardholder data by business need to know.

0O0oomoooon
Access critical data only by authorized personnel, systems, and processes that must be in place.

Limit access based on need-to-know and according to job responsibilities.

access based on a user’s need-to-know. Set to “deny all” unless specifically allowed.

data are documented, in use, and known to all affected parties.
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PCI Req 8: Identify and authenticate access to system components.

oooomoo ooo

Assign a unigue identification (ID) to each person with access ensures that each individual is
uniquely accountable for their actions and can be tracked and traced.

8.2  Employ at least one of these to authenticate all users: password or passphrase; or two-factor

or certificates), assign the use of these mechanisms to an individual, not

tokens, smart cards,

PCI DSS Compliance White Paper
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PCI Req 9: Restrict physical access to cardholder data.

0O0oomoooon
Any physical access to data or systems that house cardholder data provides the opportunity
for individuals to access devices or data and to remove systems or hardcopies, and should

be appropriately restricted.

9.5  Store media back-ups in a secure location, preferably off-site.

cardholder data are documented, in use, and known to all affected parties.
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PCI Req 10: Track and monitor all access to network resources and
cardholder data.

oooomooooo

Logging mechanisms and the ability to track user activities are critical in preventing, detecting,

or minimizing the impact of a data compromise. The presence of logs in all environments allows
thorough tracking, alerting, and analysis when something does go wrong. Determining the cause
of a compromise is very difficult, if not impossible, without system activity logs.

subsequent scan (after remediation) can confirm that a specific detected vulnerability is no
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PCI Req 11: Regularly test security systems and processes.

0O0oomoooon

Vulnerabilities are being discovered continually by malicious individuals and researchers,
introduced by new software. System components, processes, and custom software need to be
tested frequently to ensure security controls continue to reflect a changing environment.

11.2  Run internal and external network vulnerability scans at least quarterly and after any significant

11.4  Use IDS/IPS techniques to detect and/or prevent intrusions into the network. Monitor all traffic

11.5 Deploy a change-detection mechanism (such as file-integrity monitoring tools) to alert
personnel to unauthorized modification of critical system files, configuration files, or content
files; and configure the software to perform critical file comparisons at least weekly.

are documented, in use, and known to all affected parties.
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Run an asset discovery scan to ensure all wireless assets and attack surfaces are identified

you to cost-effectively execute pen-test scans on an ongoing basis—far more frequently than
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PCI Req 12: Maintain a policy that addresses information security
for all personnel.

0ooomooooo

A firm security policy sets the whole entity’s security tone and informs personnel what is expected
of them. All personnel should be aware of the sensitivity of data and their responsibilities for
protecting it.

12.2  Implement a risk-assessment process, performed at least annually. Upon significant changes

12.3 Develop usage policies for critical technologies to define the proper use of these technologies.

12. 4 Ensure that the security policy and procedures clearly define information security

procedures; monitor and analyze alerts; establish, document, and distribute incident

cardholder data is shared, or that could affect cardholder data security.

12.11 Service providers are to perform reviews at least quarterly to confirm that personnel follows

PCI DSS Compliance White Paper
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patches, software upgrades, new devices, and any configuration changes before pushing
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and effective handling of all situations.
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Company Profile

Ridge Security delivers ethical, efficient and affordable pen testing solutions to enterprises,
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